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ABSTRACT

The existence of quantum computers makes the execution of algorithms that
requiring high computational very possible, which makes many current
cryptosystems broken with the execute of these algorithms. Peter Shor
developed a quantum algorithm called Shor's algorithm in 1994, and
considered this an important discovery in this area. Therefore, breaking many
existing cryptosystems such as RSA and ECC is possible with a quantum
computer.

Consequently, there is needs to new cryptographic schemes that be resistant to
quantum. These new cryptographic constructions should be efficient and
secure enough to be used in practice and standardized for a large number of
years, replacing the current ones if needed.

Lattice-based public-key cryptosystem (LB-PKC) consider as one presented
solutions to overcome this challenge. NTRU is one of a LB-PKCs that based
on truncated polynomial ring Z[x]/(xN — 1). But, NTRU system has been
attacked by using the LLL algorithm under certain conditions, which can find
the secret key when the length of the public key is less than 127.

The aim of the thesis is to make modifications on the original NTRU
cryptosystem to ensure the failing the LLL attack on it. This thesis can be
divided in two parts: first, presents a method to add new parameter to the
parameters of the original NTRU, the values of this parameter depends on the
linear feedback shift registers (LFSR). Secondly, presents a modification on
the original NTRU by doing swapping operation between the values of public
key. in addition to generate a long keys sequences dynamically to use in
encryption. Experimental results on the proposed methods have demonstrated
the ability of these methods to resist against the LLL algorithm attacking,
even if the public key length does not exceed 11, also these proposals could

generate approximately (Np-1) versions of key sequence with length N.
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Chapter One

Introduction

1.1 Overview

The great development in the field of the Internet and technology, in
the modern world today and the increase in the number of devices that
send and receive data, in addition to the fact that there are many of these
devices that perform several functions without human intervention, it led
to a large data transfer process. Certainly, these data contains sensitive
data and personal information, so there is an urgent need to protect this
data from attacks. There are many ways to protect information. This can
be overcome by exploiting public-key cryptography (PKC) which has
features such as confidentiality, data integrity, authentication, and non-
repudiation. With these features, PKC can provide security for
communication networks, especially for ensuring the privacy and
confidentiality of important information. There are many PKC used at the
present time. RSA and elliptic curve cryptosystem (ECC) are two
currently popular public key systems in modern cryptography. These
cryptosystems are based on mathematical problems named hard
problems. These cryptosystems are considered to be somewhat safe
nowadays due to the lack of effective algorithms able to resolve this type
of cryptosystems. This situation does not last long with the progress in
the development that we are witnessing and the emergence of quantum
computing technology, because the computers that depend on this
concept differ greatly from computers that depend on electronics.
Quantum computers are greatly able to solve many hard mathematical
problems[1][2]. Hence, more effective methods are needed to meet this

1



Chapter One Introduction

challenge. Lattice-based constructions are currently important candidates
for post-quantum cryptography. Lattice-based public-key cryptosystem
(LB-PKC) has many advantages compared with ‘traditional’
cryptography. NTRU is one of a LB-PKC that based on truncated
polynomial ring Z[x]/(xN — 1), it has good features, which it makes to be

an effective alternative to cryptosystems such as RSA and ECC [3].

This system has weak points, including the ability to attack it under
certain condition using Lenstra—Lenstra—Lovasz lattice basis reduction
algorithm [4] discover the private keys or other private key called an
alternative key that can be used to decrypt the cipher text, as well as it can
be used to discover the plaintext by cipher text and public parameters[5].
To avoid the LLL algorithm attack, this thesis presents two proposals that

suggest modifications on NTRU cryptosystem.

1.2 Related Work

There are many proposed cryptosystems that suggest modifications
on NTRU to improve it. Table (1.2) illustrates that:

Table (1.1): A review of some proposed modifications for NTRU

Publishing, o
Description
Year

[6,2010] | e Presents cryptosystem that depends on NTRU structure
called OTRU.

e OTRU has been designed based on the NTRU core and
exhibits high levels of parallelism with full operand

length.
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OTRU is the first step in the design of the public key

cryptosystems with a non-associative algebra.

[7,2013]

Proposed a new cryptosystem that based on NTRU
structure called ETRU, and the ring of this cryptosystem
is Z[w] and the coefficients are integer numbers.

The LLL algorithm can be used to find short vector in

this work because there is a relatively short vector.

[8,2015]

It is based on ideal lattice which is special structured
lattices. This scheme was motivated by ETRU[7], which
is used to make this scheme provably secure.

[9,2015]

Introduced CQTRU cryptosystem based on commutative
quaternions algebra.

The resistance of CQTRU to lattice attack is at least four
times better than that of NTRU at the same dimension
and also in CQTRU even with the use of LLL reduce
algorithm an attacker cannot always guarantee to find the

private key.

[10,2016]

The role played by Z in NTRU replaced by the ring Q[a]
of polynomial in one variable a over the Rational Field.
The same value of N, CTRU is faster than NTRU, but
not always.

This proposed scheme may be secure against the LLL

algorithm attack but not proved.

[11,2018]

A general framework for NTRU is considered, and a new
PKC called D-NTRU is proposed.

It is shown that the D-NTRU cryptosystem reduces the
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ciphertext expansion of the NTRU algorithm, and the
encryption and decryption algorithms of D-NTRU
perform even asymptotically faster than the NTRU algo-
rithm only at the cost of slightly enlarged secret and
public keys.

The IND-CPA security of D-NTRU was proven under

the NTRU one-wayness hardness assumption.

[12,2019] | e

Proposed GTRU cryptosystem that based on group based
of NTRU algorithm.

The parameters (f and g) must be choosing as n x n
matrices instead of small polynomials.

NTRU key size is much smaller than GTRU key size
that constructed by Gn.

This work is slower than NTRU, but it is more secure

against lattice-based attacks.

[13,2020] | e

In this work, RCPKC is proposed, a secure and effective
congruential, modulo g, public-key cryptosystem using
big numbers.

It uses the same encryption/decryption mechanism as

NTRU does but works with numbers.

1.3 Problem Statement

Many public key cryptosystems, such as RSA, ECC and Diffie-

Hellman protocol, are based on hardness problem (factorization or the

discrete logarithm problem). But, these cryptosystems can breaking by

use efficient algorithm for quantum computers [14][15]. Therefore, we
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need other ways to overcome this challenge. Lattice-based cryptography
is NP-hard problem, post-quantum and it is considered one of the
solutions presented because there is still no algorithm that can break these
problems. NTRU is a lattice-based public key cryptosystem, but this
system can be attacked by LLL algorithm under certain conditions.
Therefore, the basic research problem is to find suitable solutions to

prevent the LLL algorithm from breaking this system.

1.4 Aim of Thesis

The aim of the thesis is to make modifications on encryption
algorithm of the NTRU public key cryptosystem, to ensure that the LLL

algorithm cannot able to break this system.

Another aim is to find a method to generate long sequences of keys
dynamically, without need addition private keys to ensure that the key is
not repeated when encrypted data size is large, also and in order to

increase encryption security strength.

1.5 Thesis Outline

This thesis is structured around Five chapters, including chapter one, it
contains the following chapters:

= Chapter Two: (Theoretical Background)

This chapter explains in detail background of 10T, NTRU public key
cryptosystem, as well as LLL algorithm.

= Chapter Three :( Design of The Proposed System)
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In this chapter, the proposed algorithm design and the implementation

steps are given.
= Chapter Four: (Results and Evaluation)

This chapter is dedicated to showing the outputs and tests of the proposed

system.

= Chapter Five: (Conclusions and Recommendations for Future
Works) some concluding remarks which are derived from the
outputs of the conducted tests are given in this chapter; also some

suggestions for future work are presented.



